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VPN disconnecting - Reason 412.

Problem:

What is you get the following error message:

:5 VPN Chent > |

| B

Secure VPN Connection terminated locally by the Chent.
Reason 412: The remote peer is no longer responding.

R

Solution:

Configure Windows Firewall
This step MUST be completed for ALL Windows XP SP2 connections.

1. Select Start > Control Panel.

2. Using WinXP Category view, click Network and Internet Connections and then click Windows
Firewall. The Windows Firewall dialog box displays.

3. Select the Exceptions tab and click Add Program.

= Windows Firewall

e

Windows Firewall iz blocking incoming netweek, conmections, excepl lor the
programs and services selected below. Adding excephions alows some programs
by weork. better but might increase your secunty rigk.

Brograms and Serices:

M ame

1% File and Piirber Shating
[#] Remabe Aosistance

[ Remabe Deskiop

[ UPNP Framework:

[ AddPogram. I AddPen. ][ Eo. |

Display & pobfication when Windows Fiewal blocks a program

‘What are the nsks of sllovang exceplions ?
[ ok || Concel
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4. Click Browse and locate the cvpnd.exe file.
0 By default, this file is located in the Program Files-Cisco Systems-VPN Client folder. If you
chose to install the Cisco VPN Client in another directory, navigate to that location.

o If your machine is not setup to display file extensions, the file name will display as cvpnd.
5. Select the cvpnd.exe file and click Open.

6. Click OK. The Exceptions tab redisplays with cvpnd listed under Programs and Services.

= Windows Firewall

| General | Exceplions | Advanced|

Windows Firewall iz Blocking incoming netwetk coriecticons, excepl lor the
programs and services selected below. Addng excepbons alows some programs
by weork better but might increase your secunty rigk.

Brograms and Serices:

& and Frirler 5 hanng
[#] Femabe Azsiztance

[ Remate Deskiop

I UPHP Framesuork.

| AddPogram.. | | addPon. || Ed. ||  Dele |

Display & pobfication when Windows Fiewal bocks a program

‘What are the nsks of sllovang exceplions ?

[ ok || Concel

7. Click OK to close the Windows Firewall window.
8. try reconnecting to the VPN.
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